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ASC Information Management Policy
Purpose and Scope
Policy purpose
The purpose of this Australian Sports Commission (ASC) Information Management Policy is to ensure that information under the control of the ASC is created, collected and managed to ensure information is:
Purposeful; 
Appropriate;
Accessible; and
Categorised.  
This Policy supports the ASC’s information management vision: 

The Australian Sports Commission will manage its information in a disciplined and coordinated manner to optimise the value of our investment in information assets and ensure we get the right information to the right person, in the right format and medium, at the right time. 
Scope
In the context of this Policy, the use of the term “Information” is inclusive of documents and paper; electronic data; software, systems and networks on which information is stored, processed or communicated; the intellectual information (knowledge) acquired by individuals; and physical items from which information regarding design, components or use could be derived which can be applied to ASC official information.
Information created, received and maintained by ASC staff and partners in the course of conducting ASC business, regardless of its format (paper, electronic, multimedia) is defined as ASC official information. The Government requires the Commission to create and maintain an appropriate security environment for the protection of its functions and official resources (including official information).
Background
Information is an asset, just like money and people. When managed properly it is often the thing that brings the most benefit to an organisation. The care and use of ASC’s official information is everyone’s responsibility and will also help the ASC maintain its competitive edge in sports.

Information can only become an asset if all employees of the Commission manage official information effectively and in a consistent manner. This Policy provides statements that support the employees to achieve this. 

The ASC Information Management Policy is one of the sub policies that underpins and supports the ASC Information Governance Policy (see diagram below). 

The ASC Information Management Policy needs to be considered in conjunction with the ASC Information Governance Policy.



Diagram 1: Information Policy Framework

Each of the above sub policies are supported by guidelines and procedural documents.
Related Legislations, Standards and Policy
Archives Act 1983 
Copyright Act 1968
Disability and Discrimination Act 1992
Do Not Call Register Act 2006
Evidence Act 1995
Freedom of Information Act 1982
Privacy Act 1988

AS 5044 – AGLS (Australian Government Locater Service) Metadata Standard
PSM – (Australian Government Protective Security Manual)
AMSRS Code of Professional Behaviour
Telecommunications (Do Not Call Register) (Telemarketing and Research Calls) Industry Standards 2007

ASC Information Governance Policy
Policy statements
User centeredness
All ASC official related information must be created, managed and disseminated, with a purpose for a relevant audience.  
Information must be appropriately managed
All ASC official information, whether created within the Commission or sourced from outside must be/have:  
Made available from a single identifiable source or derived sources;
Authentic;
Current;
Accurate;
Complete;
Integrity;
In the right format or information type (see Appendix for examples of information types);
Described by applying metadata;
Discoverable;
Re-usable; and
A custodian with an identified set of maintenance responsibilities.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]To support the above, the ASC will provide systems, tools and environment to use ASC’s official information responsibly and ethically in line with government guidelines and legislations for as long as it is required by the Archives Act 1983, Evidence Act 1995, AMSRS Code of Professional Behaviour, Do Not Call Register Act 2006 (DNCR Act), and Telecommunications (Do Not Call Register) (Telemarketing and Research Calls) Industry Standards 2007.
Information must be shared and accessible
All ASC official information created, collected, communicated, and shared must:
Contribute to the productivity of the ASC and optimise the sharing of information amongst non ASC members;
Be made available on approved websites or published in appropriate publication mediums in a timely fashion;
Be accessible to people with a disability in accordance with the Disability and Discrimination Act 1992;
Consider people with culturally diverse backgrounds in accordance with the Disability and Discrimination Act 1992;
Consider usability and the user experience when interacting with the information or information system;  
Have a consistent “look and feel” on all ASC presentation channels; and
Adhere, where applicable, to the Copyright Act 1968, AGLS metadata standards, and the ASC Thesaurus.
Information must be categorised
Information must be limited to those who need to use or access the information to do their work in accordance with the Freedom of Information Act 1982, Privacy Act 1988 and Australian Protective Security Manual. Where a proper assessment indicates that particular information is of such a nature, it must be given further protection through a security classification level (see Appendix for the security classification levels).

This will ensure all ASC official information can be read in its proper context in order to: 
Protect
Build confidence; and
Engender trust in the ASC’s information.
Accountability for the Policy

Refer to the ASC Information Governance Policy
Policy Contact
CIO
Australian Sports Commission
Tel:       +61 2 6214 1975
Fax:      +61 2 6214 1556
servicedesk@ausport.gov.au
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Appendix 1

Definitions
	Term
	Meaning

	CIO
	Chief Information Officer

	Information type
	ASC information types are listed in the ASC Thesaurus. Examples of information types, include Advice, Dataset, Event, Guideline, Plan, Report, Software

	Subject
	An index term or descriptor that captures the essence of a topic in an information asset. The ASC Thesaurus will be the comprehensive source for all subjects that describes the business of the ASC

	Security classification level
	Classification is the process by which personnel identify and grade the confidentiality requirements of official information, conveying those requirements to all those who handle the information.  This process identifies the value of information to the agency and is signified by the application of a classification label. (Australian Protective Security Manual)

For the ASC the security classification levels are:
Highly protected
Protected
In-confidence information
Unclassified information
Caveats
Cabinet documents
Private information

	Highly protected information
	Example:
Ministerial

	Protected information
	Example:
Ministerial

	In-confidence information
	Examples:
Personal information relating to athletes, personnel and members of the general public;
Commercial information relating to tenders, contracts, payments and sponsorship;
Corporate planning information pertaining to NPPs and other internal projects;
Legal information pertaining to anti-doping, HR and commercial activities;
IP associated with sports technologies;
Information relating to the network deployment and configuration, and administrator passwords;
International communications achieved via DFAT/AusAID;
Ministerial information;
Case and watch list information pertaining to anti-doping activities; and
Complaints and ethics information received by the ASC pertaining to the activities of employees.


	Unclassified information
	Examples:
Commercial information, once engagements have been finalised and approved, is often made available to the public;
Corporate planning, once approved, may be released through the Minister’s Office or in the form of commercial tenders;
Legal information may be released via the legal process if and when litigation begins;
The AIS consider IP to be sensitive for a limited time only as trainers move between countries, athletes demonstrate outcomes in competition and the next iteration of technologies is continuously being developed;
International communications which may be considered IN-CONFIDENCE when released to the ASC, are relevant for that point in time only and lose relevance and sensitivity as the subject situation changes;
Ministerial information is often driven by and public and interdepartmental interest and after processing is made available in some capacity to the point of origin; and
The overall results of an anti-doping case can be made available to the public through various means –though case particulars may remain sensitive.

	Caveats
	Caveats are appended to security classifications to provide personnel with direction regarding specific handling requirements.
(Cordelta: Information Classification Advisory, 2009)

	Cabinet documents
	The classification of cabinet documents is prefixed by “Cabinet-in-Confidence”.  The only documents identified as having this classification are identified as having this classification are identified in Highly Protected and Protected information.
 (Cordelta: Information Classification Advisory, 2009)

	Private information
	Examples:
Athlete records stored in various places (primarily the ALIS database) within the AIS include identifiable details (name, address, date of birth, etc.), medical records, medical results, instances of doping related investigations, photos and behavioural records;
HR records include identifiable details, employment agreements, employment history, disciplinary records and investigatory notes from complaints; and
The childcare centre under Corporate and Facilities, maintains clients’ identifiable details and photos.
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